
WASHTENAW COMMUNITY COLLEGE 

PROGRAM ASSESSMENT REPORT 

I. Background Information 
1. Program Assessed 

Program name: Computer Networking Operating Systems I 
Program code: CVCNO 

Division: Business Department: CNT 

Type of Award: 0 A.A. 
0 Cert. 

0A.S 
[gl Adv. Cert. 

0A.A.S. 
0 Post-Assoc. Cert. 

2. Semester assessment was administered (check one): 
0 Fall20 __ 
[gl Winter 2015 
0 Spring/Summer 20 __ 

3. Assessment tool(s) used (check all that apply): 
0 Portfolio 
[gl Standardized test 

0 Cert. of Completion 

0 Other external certification/licensure exam (please describe): __________ _ 
0 Graduate Survey 
0 Employer Survey 
0 Advisory Committee Survey 
0 Transfer follow-up 
0 Externally evaluated performance or exhibit 
0 Externally evaluation of job performance (internship, co-op, placement, other) 
0 Capstone experience (please describe): 
0 Other (please describe): 

4. Have any of these tools been used before? 
[gl Yes (Standardized Test) 
0No 

If yes, has this tool been altered since its last administration? If so, briefly describe changes made. 

There are a number of things we've altered in order to provide a more complete and thorough evaluation. 

We have increased the number of questions for each of the four outcomes to twenty, for a total of 80 
questions compared with the 30 in the last program assessment. This was done in order to provide a FAR 
BETTER determination of student knowledge, understanding, and retention of the key concepts associated 
with each outcome. 

The rubric has been modified, actually making it more rigorous by adding two more objectives and modifying 
one. 

We have increased to four the number of objectives that have to meet a 70% goal, as you can see in the 
attached rubric: 

Overall test score average - 70% or above 
Average test score for each objective- 70% or above 
Percentage of students reaching the 70% overall goal- 70% or above 
The number of questions that had a 50% correct or higher percentage - 70% or above 
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5. Indicate the number of students assessed/total number of students enrolled in the course. 

There were originally 14 students enrolled. One dropped in the mid-semester, leaving a total of 13. 
All thirteen were evaluated. 

6. Describe how students were selected for the assessment. 

a) Describe your sampling method. 
i. All thirteen students in the class were tested - no better method than that. 

b) Describe the population assessed (e.g. graduating students, alumni, entering students, continuing 
students)? 

II. Results 

1. All students were finishing their last course in this certificate program and all were working 
towards the Associate Degree in Computer Networking of which this certificate is a part. 

1. If applicable, briefly describe the changes that were implemented in the program as a result of the 
previous assessment. 

Microsoft Windows Server/ Client Operating Systems are constantly evolving, and their certification 
levels/ objectives have changed significantly twice since the last assessment. Because of this, all four 
courses have at their basic level significantly changed as well, resulting in two of the five changes, (IPSEC 
and ISA -Internet Security and Acceleration Server) which were to be implemented as part of the last 
assessment, totally disappearing from the present outcomes. However, three of five are still part of the 
program, and improvements are discussed below. 

RAID - (Improve the differentiation between the various forms of RAID in both lecture and labs) 
This improvement has been made. The lab project now involves the students configuring All THREE 
forms of RAID, 0, 1, and 5, plus we have added in the CNT211 class, a new storage concept called 
"Storage Spaces" which uses Logical Virtual Disks into which two of the three forms of RAID are 
integrated. Therefore, the students are seeing these concepts in two different classes at two different 
times, rather than the single time. The lectures, as well, are now more thorough on differentiation which 
is of course, covered twice also. 

GROUP POLICY- (Re-emphasize how the policies are distributed and from where -lectures and labs). 
The big improvement here is actually spreading /\ctive Directory and Group Policies over all three of the server 
courses, rather than concentrating it all in a single intense course. This has given us opportunity to reemphasize 
concepts in each course, then building on that with new concepts. The review done in each has made a definite 
improvement in student understanding and comprehension of the really advanced concepts associated with Group 
Policies. 

liS- VIRTUAL DIRECTORIES- (Understanding of "Aliases"- liS Web Server Virtual Directories) 
Actually, along with IPSEC and ISA Server, Internet Information Systems in itself is no longer a specific 
certification objective for the three server certification courses. However liS (Web Servers) is so integrated into all 
the other objectives, and includes creation of Virtual Directories using "Aliases" that it is included here. This again 
has been spread throughout all three courses, (CNT211 -Printers Lab, CNT223- All Remote Access Services Lab 
Projects, and CNT224- the Certificate Services Lab Projects and others). The exposure again to these concepts at 
three different times throughout the whole program has helped to such an extent, that it is no longer necessary to 
give specific detailed instructions to do these tasks by the time this tool is used in CNT224. 
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2. State each outcome (verbatim) from the Program Assessment Planning or Program Proposal form for 
the program that was assessed. 

Outcome #1 (CNT211) 
Identify the steps and procedures for setting up and managing a Windows Server Active Directory 
environment including identification of the policies and procedure associated with implementation. 

Outcome #2 (CNT223) 
Identify the main Networking Server Services that can be implemented on Windows Server and their 
functions/ options including DNS, Routing and Remote Access Server (RRAS) including Routing, 
VPN's, Network Policy Server including RADIUS Server, Network Policy Server, Windows Deployment 
Server, DFS Server, and WSUS Server. 

Outcome #3 (CNT224) 
Identify the steps in ASA- Advanced Server Administration capabilities including establishing and 
implementing Advanced DHCP and DNS configurations, Network Load Balancing, Certificate Server, 
Virtual Machine Migrations, Replicas, and Application Services in the Cloud. 

Outcome #4 (CNT201) 
Distinguish the management tools and their functions necessary to properly install and maintain 
Windows 7 Enterprise Workstations- the tools include control panel, computer management, and other 
administrative tools. 

3. Briefly describe assessment results based on data collected during the program assessment, demonstrating the extent 
to which students are achieving each of the learning outcomes listed above. Please attach a summary of the data 
collected (as a separate document). 

The results shown are listed in order by rubric objectives - the rubric is attached. We met all rubric objectives. 

• "Overall average score including all students taking the exam will be equal to or exceeding 70%" 

The overall result, looking at all four outcomes together, was an impressive 75.62% with the average 
score being 60.5 questions answered correctly out of 80 questions total. The ranges of scores ran from a 
low of 33 to a high score of 7 4. 

• "Outcome will be considered successful if the average of all student scores for that part of the test was 
equal to or exceeded 70%." 

Breaking it down by Outcome, the results were: 
Outcome #1 Installing, Configuring Server 2012 (CNT 211),- 195 correct out of260 possible for a 75% average 
Outcome #2 Server Administration (CNT223), 215 correct out of 260 possible for an 82.69% average 
Outcome #3 Advanced Server Administration (CNT224) 195 correct out of 260 possible for a 75% average. 
Outcome #4 Windows 7 Administration (CNT201) 182 out of 260 possible for a 70% average. 

• "Number of the total number of students taking the test that get 70% or above will be 70% or above." 

10 of the 13 students achieved a score of 70% or better (56 correct out of a possible 80) which calculates 
to 76.9% 

• "The number of questions that had a 50% correct or higher percentage- 70% or above'' 

69 of the 80 questions were answered correctly more than 50% of the time for an 86.25% Average. 
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A comment here - I was very pleased with these results, but to be honest, I was a little worried initially for 
two reasons. I put together this test with a much larger number of questions to achieve a much better 
indication of content retention and understanding of many more of the objectives of each outcome -in 
effect making the test more difficult. However, this particular group of students (the whole CNT224 class) 
had generally not done particularly well in the actual tests as part of this "Capstone" course, but they certainly 
surprised me with their performance. This indicated to me that indeed they have learned and retained more 
than I imagined. 

4. For each outcome assessed, indicate the standard of success used, and the percentage of students who 
achieved that level of success. Please attach the rubric/scoring guide used for the assessment (as a 
separate document). 

From the attached rubric: 

• "Outcome will be considered successful if the average of all student scores for that part of the test was equal 
to or exceeded 70%." 

We meet the goal of having the results from each outcome equal to or greater than 70%- Below are shown the overall 
percentage for each outcome, as well as the percentage of students exceeding the 70% mark since that was asked for, 
although that is not part of our rubric. 

Outcome #1 CNT211 - Overall Percentage: 75% with 9 of 13 students (69.23%) above 70% 

Outcome #2 CNT223- Overall Percentage: 82.69% with 10 of13 students (76.9 %) above 70% 

Outcome #3 CNT224- Overall Average: 75% with 10 of 13 students (76.9%) above 70% 

Outcome #4 CNT201 -Overall Average 70% with 9 of 13 students (69.23%) above 70% 

5. Describe the areas of strength and weakness in students' achievement of the learning outcomes shown in 
assessment results. 

Strengths: The following were the general areas of strengths listed by the four different outcomes, and based 
on the test results: 

• Outcome # 1 Installing and Configuring S eroer 2012 

Active Directory planning; Active Directory components; auditing; server administration and management 
tools; domain name services; user administration; group policy components, locations, and defaults; software 
installation; folder redirection 

• Outcome #2 Seroer Administration 

IP addressing, permissions, TCP /IP tools, domain name services, routing and routing protocols, remote 
access services, distributed ftle system, quotas, windows update services 

• Outcome #3 Advanred Seroer Administration 

Advanced DHCP, DHCP relay agents, and Superscopes; dynamic updates; disk fault tolerant techniques, 
(RAID); network load balancing, backup utilities, shadow copies, certificate server, cryptography, VM 
migration and replicas 
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• Oukome #4 Windows 7 Administration. 

User management and administration including password complexity, etc.; BitLocker; user account control 
for security, windows installation requirements; networking models and tools, features of different flle 
systems, Windows 7 utilities. 

Weaknesses: The best way to evaluate the weaknesses is to look at the questions that were missed by more 
than 50% of the students (our last rubric). These are listed below: 

• Outmme # 1 Installing and Cof!figuring S eroer 2012 

Kerberos Security- The question addressed the use of "tickets" with Kerberos for authentication. 

Physical versus Logical Components of Active Directory- The question related "sites" to the 
physical component of A.D. 

• Oukome #2 Seroer Administration 

RAS Authentication Protocols- The question required choosing the correct RAS protocol for 
communication. 

VPN Protocols- The question required recognizing a VPN tunneling protocol and its use. 

• Outcome # 3 Advanted S eroer Administration 

Data Duplication- The question required the understanding of use for a new Server 2012 feature 

Migration Authentication- The question required identifying the authentication protocol used with 
Virtual Machine migration. 

Branch Caching- The question required identification of the two types of branch caching. 

• Outcome #4 Windows 7 Administration. 

127.0.0.1- The question required knowing the use of this address with the Ping command. 

User Profiles- The question required identifying a type of user profile that remains constant 
between sessions. 

File Enczyption- The question addressed the encryption status of files moved between file 
systems. 

Printer and Component Installations - The question addressed identifying the tools for adding 
printers and new Windows components. 
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III. Changes influenced by assessment results 
1. If weaknesses were found (see above) or students did not meet expectations, describe the action that will 

be taken to address these weaknesses. 

In evaluating the eleven areas above, it is obvious that the use of various authentication protocols to 
access Windows machines under a variety of different conditions, i.e. Active Directory, remote access 
such as VPNS, over the LAN- Local Networking, migrating virtual machines, etc. is the greatest 
area of concern - actually four of the eleven questions missed most dealt with some form of 
authentication. 

This topic occurs in all four classes actually, and I plan to significantly improve my lectures 
concerning this topic- in particular, contrasting aU together at once, the various types of 
authentication -what each is and where it is used. As far as the other areas are concerned, each will 
be looked at- below is a summary for each: 

Sites and the differentiation between the physical and logical components of Active Directory is 
always a problem - this is addressed in two classes, but it will be reemphasized, particularly in the 
latter class where we have a lab project using them. 

Two of the questions addressed new Windows features, (branch caching, and data deduplication), 
actually which, only one we spent any significant time on (it had a lab project too!!!). Obviously more 
emphasis needs to be put on each topic, particularly in lecture. 

The last four areas, IP addressing, profiles, flle encryption, and Windows utilities are from CNT201, 
(with the exception of proflles and which is also in CNT 211 and the IP Address, "127" which is in 
all four classes). The failure to recognize the 127.0.0.1 is rather surprising as it is used continuously 
throughout all classes - the test question will be looked at - the problem may be there. Encryption, 
profiles, and Windows utility uses all will be looked at, particularly in relation to the aspect addressed 
in each question, as all the areas are far more extensive than these questions address. Both lectures 
and lab projects will be evaluated, and changes will be made to put emphasis on these weak areas. 

2. Identify any other intended changes that will be instituted based on results of this assessment activity 
(check all that apply). Describe changes and give rationale for change. 

a. rgj Outcomes/assessments from Program Assessment Planning or Program Proposal form: 

Improved emphasis on the importance of the various forms of Authentication and their relationship to 
overall system security will be emphasized under the "Learning Outcomes to be Assessed Area" for all four 
outcomes, as one of the objectives specifically to be obtained. This will be the main focus of changes in the 
planning form, as the other areas of weakness lie within the more general categories normally listed in the that 
form. However, as stated above in Changes Influenced bvAssessment Results. all weaknesses will be 
addressed through review of the lectures and lab projects associated with each course. 

b. rgj Program Curriculum: 
0 Course sequencing 
0 Course deletion 
0 Course addition 
rgj Changes to existing program courses (specify): 

The changes actually have been outlined above under the Changes Influenced byAssessment Results 
section. I have explained exactly what I intend to do to improve student understanding of the concepts in 
which a lack of understanding exists in both lectures and lab projects. 

Office of Cuniculum & Assessment- CNT Program Assessment Report - 2015 
6 of9 
Approved fry the Assessment Committee 10 I 10 I 06 



WASHTENAW COMMUNITY COLLEGE 
PROGRAM AsSESSMENT REPORT 

c. 0 Other (specify): 

3. What is the timeline for implementing these actions? 

Each lecture is reviewed before it is given in class. The changes will be implemented at the time of lecture 
reviews during the school year. Where appropriate, changes to the lab projects also will be reviewed prior to 
use in the class the next time. Therefore, all should be implemented by the end of the Fall 2015 semester. 

IV. Future plans 

1. Describe the extent to which the assessment tools used were effective in measuring student achievement 
of learning outcomes for this program. 

As in the last assessment we did, I would say the assessment tool was very effective. The assessment test 
used questions that were essential to showing a student's grasp of the key concepts involved in each of 
the outcomes for all four courses which are part of this program, Windows 7 Administration, Installing 
and Configuring Windows Server, Server Administration, and Advanced Server Administration. More 
importantly, implementing these concepts in real life situations that they will face in any Windows server 
environment is one of my main goals, and the results which the assessment tool brought out is a good 
indication of future success. 

2. If the assessment tools were not effective, describe the changes that will be made for future assessments. 

Not Applicable. 

3. Which outcomes from Program Assessment Planning or Program Proposal form have been addressed in 
this report? 

All _x__ Selected 

If "All", provide the report date for the next full review: 

The next Full Review will take place three years from now, in the Winter Semester of 2018. 

If "Selected", provide the report date for remaining outcomes: 

Not Applicable. 
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Please return completed form to the Office of Curriculum & Assessment, SC 257. 
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